
	Homeless Management Information System (HMIS)
Participation Agreement

	


Between the City of Philadelphia Office of Supportive Housing and 
HMIS Participating Agencies
The City of Philadelphia Homeless Management Information System (“HMIS”) is a client information system designed to record and store client-level information on the characteristics and service needs of homeless persons. HMIS assists the Philadelphia Continuum of Care to become better informed on the extent and nature of homelessness over time. Specifically, HMIS can be used to produce an unduplicated count of homeless persons, understand patterns of service use, and measure the effectiveness of homeless programs. 
HMIS is administered by the City of Philadelphia Office of Supportive Housing (“OSH”) in partnership with the Philadelphia Continuum of Care and in accordance with the U.S. Department of Housing and Urban Development’s (“HUD”) HMIS regulations as found in:

· Federal Register, Vol. 69, No. 146, Part II, Department of Housing and Urban Development, Homeless Management Information Systems (HMIS); Data and Technical Standards Final Notice; Notice, July 30, 2004 (“HUD HMIS 2004 Final Notice”); and
· U.S. Department of Housing and Urban Development, Office of Community Planning and Development, Homeless Management Information System (HMIS), Data Standards, Revised Notice, March 2010 (“HUD HMIS 2010 Revised Notice”).
These documents will be henceforth collectively referred to as HUD’s Data and Technical Standards.

A. HMIS Participation 
1. An agency is considered to be an HMIS Participating Agency (“Agency”) when it collects client-level data on homeless clients for an HMIS.  
2. By participating in HMIS, the Agency, including its employees, volunteers, affiliates, contractors, and associates, is subject to all data collection, privacy, and security standards set forth in HUD’s Data and Technical Standards as well as any subsequent revisions.  
3. The Agency shall provide accurate and timely client data to OSH through direct data entry into HMIS and/or the submission of data extract files for upload into HMIS (data integration).   The manner of participation shall be determined by OSH on the program level and shall be based on the program’s status in relation to the following factors:

· Contractual relationship between OSH and the program; and
· Program’s existing client-level data collection system.
4. The Agency’s minimum data collection requirements shall be determined on the program level and shall be based on the program’s status in relation to the following factors:

· Contractual relationship between OSH and the program; and
· Program’s receipt of U.S. Department of Housing and Urban Development (HUD) McKinney-Vento Act program funds
Minimum Data Reporting Requirements:
	Program Status
	HUD

Universal Data Elements
	HUD

Program-Specific Data Elements
	Data Elements Established by OSH

	· No contractual relationship with OSH and
· Does not receive HUD McKinney-Vento Act funds and
· Does not receive Homelessness Prevention and Rapid Re-Housing Program funds
	X
	
	

	· No contractual relationship with OSH and
· Receives HUD McKinney-Vento Act funds and/or 

· Receives Homelessness Prevention and Rapid Re-Housing Program funds
	X
	X
	

	· Contractual relationship with OSH and
· Does not receive HUD McKinney-Vento Act funds and
· Does not receive Homelessness Prevention and Rapid Re-Housing Program funds
	X
	X
	X

	· Contractual relationship with OSH and
· Receives HUD McKinney-Vento Act funds and/or
· Receives Homelessness Prevention and Rapid Re-Housing Program funds
	X
	X
	X


B. Privacy, Confidentiality, and Security 

This section is not applicable if the Agency is covered under the Health and Insurance Portability and Accountability Act of 1996 (“HIPAA”).  If the Agency is a HIPAA-covered entity, the Agency is required to operate in accordance with HIPAA regulations and is exempt from the privacy and security standards found in HUD’s Data and Technical Standards.
1. The Agency shall uphold relevant federal and state confidentiality regulations and laws that protect client records, including but not limited to the privacy and security standards found in HUD’s Data and Technical Standards. 
2. The Agency shall adopt and comply with the attached Notice of Privacy Practices for Use with the Homeless Management Information System (“HMIS Privacy Notice”).  Agencies without a contractual relationship with OSH may use an Agency-specific alternative that complies with HUD’s baseline privacy standards.  
3. The Agency shall prominently display the attached Notice of Privacy Practices Posting at each intake desk (or comparable location).  Agencies without a contractual relationship with OSH may use an Agency-specific alternative that complies with HUD’s baseline privacy standards.
4. The Agency shall provide a copy of the HMIS Privacy Notice upon client request.  Clients must acknowledge receipt by signing the attached Acknowledgement Form.  Agencies without a contractual relationship with OSH may use an Agency-specific alternative.  The Agency shall keep signed copies of the Acknowledgement Form.  
5. The Agency shall provide reasonable accommodations to persons with disabilities and to persons with limited English proficiency to ensure their understanding of the HMIS Privacy Notice and/or Acknowledgement Form.
6. The Agency shall use client information in HMIS only to assist the Agency in providing adequate and appropriate services to the client.
C. Data Collection

1. Direct Data Entry into HMIS
a) The Agency shall only solicit or input into HMIS client information that is essential to providing services to the client.  
b) The Agency shall not knowingly enter false or misleading data under any circumstance, nor use HMIS with intent to defraud federal, state or local governments, individuals or entities, or to conduct any illegal activity.
c) The Agency shall ensure that all staff, volunteers and other persons who use HMIS are issued an individual User ID and password. 
d) The Agency shall ensure that all staff, volunteers and other persons issued a User ID and password for HMIS receive confidentiality training, HMIS training, and comply with the attached HMIS User Agreement and the HMIS Participation Agreement.
e) The Agency shall enter information into HMIS on a timely (real-time or close to real time) basis.
2. Data Integration

a) The Agency shall submit client-level data to OSH for integration into HMIS in an agreed upon format no less than once annually.

b) All data shall be cleaned, updated, and formatted according to agreed upon data specifications prior to submission to OSH.
c) The data specifications shall be collaboratively developed by the Agency and OSH based on the Agency’s existing database, the Agency’s capacity to modify said database, and the Agency’s data reporting requirements.

d) The Agency shall not knowingly submit false or misleading data under any circumstance.
D. Data Output 

1. OSH may provide aggregate or statistical data to the Agency on a periodic basis.

2. The Agency may make aggregate data available to other entities for funding or planning purposes pertaining to providing services to homeless persons in accordance with HUD’s HMIS Data and Technical Standards.  Such aggregate data shall not directly identify individual clients.

3. OSH will use HMIS data for homeless policy and planning decisions; in preparing federal, state or local applications for homelessness funding; to demonstrate the need for and effectiveness of programs; and, to obtain a system-wide view of program utilization.  
4. If the Agency ceases to participate in HMIS, OSH will retain all HMIS client data previously entered/submitted by the Agency.

E. Period of Agreement and Modification/Termination 
This agreement will become effective when signed by both parties and will remain in effect until revoked in writing by either party.  This agreement may be amended at any time by further written consent of both parties.  This agreement may be terminated with 60 days written notice.  
This agreement is not intended to and does not create any contractual rights or obligations with respect to the signatory or any other parties.  

The parties hereby acknowledge the foregoing as the terms and conditions of their understanding.

Signature of Executive Director







Date
Agency
Signature of Director








Date
City of Philadelphia Office of Supportive Housing 
Agency
Attachments:

A. Office of Supportive Housing Notice of Privacy Practices for Use with the Homeless Management Information System (HMIS) 

B. Notice of Privacy Practices Posting
C. Office of Supportive Housing Homeless Management Information System User Agreement
	OSH Notice of Privacy Practices for Use with the Homeless Management Information System (HMIS)

	


OFFICE OF SUPPORTIVE HOUSING 

NOTICE OF PRIVACY PRACTICES

FOR USE WITH 

THE HOMELESS MANAGEMENT INFORMATION SYSTEM (HMIS) 

This notice describes the privacy policy and practices of the City of Philadelphia Office of Supportive Housing (OSH) as it relates to the Homeless Management Information System (HMIS).  The employees of OSH and its contracted provider agencies collect personal information only when appropriate. OSH and its contracted provider agencies may use or disclose your information to provide you with services. OSH and its contracted provider agencies may also use or disclose personal information to comply with legal and other obligations.
As a client/consumer, you may request to inspect the electronic or paper record of the personal information about you that OSH or its contracted provider agencies maintain in HMIS. You may also ask OSH or its contracted provider agencies to correct inaccurate or incomplete information. You may ask OSH and its contracted provider agencies about the HMIS privacy policy or practices. OSH or its contracted provider agencies will respond to your questions and complaints. 

Please read this entire notice for more details. A copy of the entire notice can be provided to you upon request.
A. What This Notice Covers
1. This notice describes the privacy policy and practices of OSH and its contracted provider agencies.
2. The policy and practices in this notice cover the processing of protected personal information for clients of OSH and its contracted provider agencies.
3.  Protected Personal Information is any information we maintain about a client that:
a. allows identification of a client/consumer directly or indirectly
b. can be manipulated by a reasonably foreseeable method to identify a specific client/consumer, or
c. can be linked with other available information to identify a specific

client/consumer.
B. Why Collect Personal Information?

1. Personal information is collected for a number of purposes including but not limited to the following:

a. to provide or coordinate services to clients/consumers

b. to locate other programs that may be able to assist clients/consumers

c. for functions related to payment or reimbursement from others for services that are provided

d. to operate our organization, including administrative functions such as legal, audits, personnel, oversight, and management functions

e. to comply with government reporting obligations

f. when required by law

2. OSH and its contracted provider agencies will only use lawful and fair means to collect personal information. If you seek assistance from OSH and its contracted provider agencies and provide us with personal information, it is assumed that you consent to the collection of information as described in this notice.  OSH and its contracted provider agencies may also get information about you from other sources, including the following:

a. Individuals who are with you 

b. Other private organizations that provide services

c. Government agencies

d. Telephone directories and other published sources

3. OSH and its contracted provider agencies will post notices (as per below) at various intake and service locations:

NOTICE OF PRIVACY PRACTICE

OSH and its contracted provider agencies collect personal information directly from you for reasons that are discussed in our NOTICE OF PRIVACY PRACTICES. OSH and its contracted provider agencies may be required to collect some personal information by law or by organizations that provide funds to operate this program. Other personal information that is collected is important to run our programs, to improve services, and to better understand the needs of individuals being served. OSH and its contracted provider agencies only collect information that is considered to be appropriate.

C. Use and Disclosure of Personal Information

1. OSH and its contracted provider agencies will use or disclose personal information for activities described in this part of the notice. We assume that you consent to the use or disclosure of your personal information for the purposes described here and for other uses and disclosures that we determine to be compatible with these uses or disclosures:

a. to provide or coordinate services to individuals  (shelter, housing, case management, etc.)

b. for functions related to payment or reimbursement for services

c. to carry out administrative functions such as personnel oversight, management functions, and auditing purposes.

d. to create de-identified (anonymous) information that can be used for research and statistical purposes

e. when required by law

f. to avert a serious threat to health or safety if

(1) we believe that the use or disclosure is necessary to prevent or lessen a serious and imminent threat to the health or safety of an individual or the public, and

(2) the use or disclosure is made to a person reasonably able to prevent or lessen the threat, including the target of the threat

g. to report victims of abuse when authorized by law.

h. for research purposes unless restricted by other federal and state laws.

i. to a law enforcement official for a law enforcement purpose (if consistent with applicable law and standards of ethical conduct).

j. for judicial and administrative proceedings in response to a lawful court order, court-ordered warrant, subpoena or summons issued by a judicial officer, or a grand jury subpoena.

k. to comply with government reporting obligations for homeless management information systems and for oversight of compliance with homeless management information system requirements.

l. Before we make any use or disclosure of your personal information that is not described here, we seek your consent first.

D. How to Inspect and Correct Personal Information
1. You may inspect and have a copy of your personal information that we maintain. We will offer to explain any information that you may not understand.

2. We will consider a request from you for correction of inaccurate or incomplete personal information that we maintain about you. If we agree that the information is inaccurate or incomplete, we may delete it or we may choose to mark it as inaccurate or incomplete and to supplement it with additional information.

3. To inspect, get a copy of, or ask for correction of your information, by submitting your request in writing to your social worker/case manager.
4. We may deny your request for inspection or copying of personal information if:

a. the information was compiled in reasonable anticipation of litigation or comparable proceedings

b. the information is about another client/consumer

c. the information was obtained under a promise of confidentiality and the disclosure would reveal the source of the information, or

d. disclosure of the information would be reasonably likely to endanger the life or physical safety of any individual.

5. If we deny a request for access or correction, we will explain the reason for the denial. We will also include, as part of the personal information that we maintain, documentation of the request and the reason for the denial.

6. We may reject repeated or harassing requests for access or correction.

E. Data Quality
1. We collect only personal information that is relevant to the purposes for which we plan to use it. To the extent necessary for those purposes, we seek to maintain only personal information that is accurate, complete, and timely.

2. OSH will maintain any/all personal information as required by federal, state, or local laws.

F. Complaints and Accountability
1. We accept and consider questions or complaints about our privacy and security policies and practices.
Any questions or complaints can be brought to your social worker/case manager.

 

If you feel your question/complaint is not fully addressed within a reasonable timeframe, you may register a complaint with the Office of Supportive Housing by calling 215-686-7181 during normal business hours.

Attachments
· Information Request Form

· Acknowledgement Form

CITY OF PHILADELPHIA OFFICE OF SUPPORTIVE HOUSING

HOMELESS MANAGEMENT INFORMATION SYSTEM

INFORMATION REQUEST FORM
I understand that I have the right to inspect, get a copy of, or ask for correction of personal information that is maintained by the Office of Supportive Housing in the Homeless Management Information System (HMIS).  Therefore, this is to request in writing the following (items with checkmarks):

· To inspect personal information in HMIS

· To have a copy of personal information that is maintained in HMIS

· To request correction of the information in HMIS as described below

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________



Name _________________________________________
Date
____________

Signature _________________________________________

Legal guardian or personal representative _____________________________________

Relationship
 _________________________________________




· Requested information provided by (staff name)

________________________________________________ Date ____________

· Correction made in HMIS by (staff name)

________________________________________________ Date ____________

CITY OF PHILADELPHIA OFFICE OF SUPPORTIVE HOUSING

HOMELESS MANAGEMENT INFORMATION SYSTEM

NOTICE OF PRIVACY PRACTICES
ACKNOWLEDGEMENT
I agree that I have been given an opportunity to review the Office of Supportive Housing Homeless Management Information System (HMIS) Notice of Privacy Practices.

I acknowledge that I may obtain a copy of the Notice of Privacy Practices upon request.

Name _________________________________________
Date
____________

Signature _________________________________________

Legal guardian or personal representative _____________________________________

Relationship _________________________________________


Notice offered/acknowledgment refused _____ Staff initials_______

Reason for refusal if known ____________________________________________________________________________________________________________________________________________________
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NOTICE OF PRIVACY PRACTICES

OSH and its contracted provider agencies collect personal information directly from you for reasons that are discussed in our NOTICE OF PRIVACY PRACTICES. OSH and its contracted provider agencies may be required to collect some personal information by law or by organizations that provide funds to operate this program. Other personal information that is collected is important to run our programs, to improve services, and to better understand the needs of individuals being served. OSH and its contracted provider agencies only collect information that is considered to be appropriate.
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Office of Supportive Housing

Homeless Management Information System

User Agreement

This agreement between the City of Philadelphia (City) and the undersigned user of its Homeless Management Information System (HMIS) specifies policies, rights and responsibilities, and ethical guidelines with regard to the use of the HMIS.

I.
Background
The City’s Office of Supportive Housing (OSH) is the entity designated by the US Department of Housing and Urban Development (HUD) as the administrator of Philadelphia’s Continuum of Care (CoC)-wide HMIS.  Entities using this HMIS currently include OSH and the agencies and organizations within the CoC.  In accordance with HUD directives, HMIS participation will continue to expand to include additional agencies and organizations within the Philadelphia CoC.

II.
Training
Any individual who has not received OSH-approved training on how to properly use the system should not use the HMIS.  All HMIS users will therefore be required to complete HMIS training prior to using the system.  Any OSH user who feels he or she needs refresher training should contact their supervisor.  Non-OSH employees should contact the HMIS Site Administrator from their organization.

III.
User Identifications Codes and Passwords
Upon successful completion of training and signing of this HMIS User Agreement, and subject to approval by the City, each HMIS user will be provided with a unique personal User Identification Code (User ID) and initial password to access the HMIS.

While the User ID provided will not change, HUD standards require that the initial password only be valid for the user’s first access to the HMIS.  Upon access with the initial password, the user will see a screen that will prompt the user to change the initial password to a personal password created by the user.

A. Only the user will know the personal password he or she creates.  It is the user’s responsibility to remember the password.

B. The password may not be stored in a publicly accessible location and written information pertaining to the User ID, password, or how to access the HMIS may not be displayed in any publicly accessible location.

C. The user is not permitted to divulge this password or to share this password with anyone.

IV.
Security, Privacy, and Confidentiality of Client Data
The HMIS contains a range of Personal Protected Information (PPI) on clients and all such information must be treated carefully and professionally by all who access it.  According to HUD, PPI is defined as “any information maintained by a Covered Homeless Organization about a living homeless client or homeless individual that: (1) Identifies, either directly or indirectly, a specific individual; (2) can be manipulated by a reasonably foreseeable method to identify a specific individual; or (3) can be linked with other available information to identify a specific individual.”  A Covered Homeless Organization (CHO) is defined as “any organization (including its employees, volunteers, affiliates, and associates) that records, uses or processes PPI on homeless clients for an HMIS.”  HMIS users are therefore subject to the following guidelines regarding the security, privacy, and confidentiality of client PPI.

A. The only individuals who may view or receive data from the HMIS are authorized users of the HMIS, users of other City databases for which clients have granted explicit informed consent to share data, and the individual clients to whom the data pertains.  The User ID and password assigned to each individual HMIS user is to be used only for his or her access to the HMIS.  An HMIS user may not allow access to the HMIS with his or her User ID and password to any other individual, regardless of whether or not the individual is an authorized HMIS user or whether or not the individual has the same job role or the same level of access rights.

B. Each HMIS user may only view, obtain, extract, or use the data from the HMIS that is necessary to perform his or her job.  Each HMIS user may only operate the HMIS using the Job Roles assigned to him or her.

C. Failure to properly log off the HMIS may result in a breach of system security and the privacy of client data.  A computer that has the HMIS application open must therefore never be left unattended.  Every computer that is used to access the HMIS must have a password-protected screen saver that automatically turns on when the computer is temporarily not in use.  If an HMIS user will be away from the computer for an extended period of time, he or she is required to log off from the HMIS before leaving the work area in which the computer is located.

D. The guidelines regarding the security of paper or other hard copy containing PPI that is either generated by or for the HMIS, including, but not limited to reports, data entry forms, and signed consent forms are:

1. A CHO must supervise at all times any paper or other hard copy generated by or for the HMIS that contains PPI when the hard copy is in a public area.

2. When CHO staff is not present, the information must be secured in areas that are not publicly accessible.

3. Written information specifically pertaining to user access (e.g., User ID and password) must not be stored or displayed in any publicly accessible location.

E. Information obtained by the HMIS user from the HMIS is to remain confidential even after the HMIS user’s relationship with the City and/or the participating agency that employs him or her changes or concludes for any reason.

VI.
Data Quality Control
A. To the extent that clients and other agencies supplying information have provided accurate data, HMIS users are responsible for the accuracy of the data they enter into the HMIS.

B. HMIS users are required to enter data into the HMIS in a timely manner and in accordance with OSH performance standards and with any existing applicable agreements between OSH and its provider agencies.

VII.
Problems with the HMIS
An HMIS user employed by a provider agency encountering a problem using the HMIS should contact his or her supervisor(s) and the HMIS Site Administrator from their organization.  If the HMIS Site Administrator is not able to answer the question or solve the problem, he or she will contact the OSH Information Technology Helpdesk at 215-686-7110 or HMIS@phila.gov.  An OSH HMIS user encountering a problem using the HMIS should contact his or her supervisor(s) and the OSH Information Technology Helpdesk at 215-686-7110 or HMIS@phila.gov.

I affirm that I have read this Homeless Management Information System (HMIS) User Agreement and received training on how to use the HMIS.  I agree that I will use the HMIS only for its intended use and in accordance with the training and access rights I have received.  If I believe a security breach has occurred, I will notify the OSH Information Technology Helpdesk at 215-686-7110 or HMIS@phila.gov or the HMIS Site Administrator of the provider agency that employs me.  I understand and agree to comply with the terms of this agreement.  My failure to uphold terms of this agreement may result in progressive disciplinary action, up to and including termination of my employment.  There is no expiration date of this agreement.
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